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CENTRAL DISTRICT OF CALIFORNIA

METRO-GOLDWYN-MAYER STUDIOS,

INC., et al.,
Plaintiffs,
V.
GROKSTER, LTD., et al.,
Defendants.
JERRY LEIBER, et al.,
Plaintiffs,

V.
CONSUMER EMPOWERMENT BV, et

al.,

Defendants.
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ORDER GRANTING IN PART
PLAINTIFFS’ MOTION FOR A
PERMANENT INJUNCTION [01-8541:
1215} ; ORDER DENYING WITHOUT
PREJUDICE STREAMCAST’S MOTION
FOR A STAY OF THE PERMANENT
INJUNCTION’'S ENFORCEMENT
PENDING APPEAL [01-8541: 1259]

! . TE ED LTSI E

EN -
CLERK. U'S DISTRICT COURT .

0CT 1 6 2007

CENTRAL DISTRICT OF CALIFORNIA
BY - DEPUTY

T
g
"

DOCKETED ONCM i,
d




10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

I. INTRODUCTION

On September 27, 2006, this Court granted Plaintiffs’® motio@ffor

¥

gsummary judgment on the question of liability as against StreamCa%t
Networks, Inc. (“StreamCast”). In that Order, the Court recounté&
this case’s procedural history, and engaged in a detailed analysis of

the factual record pertaining to StreamCast’s inducement of copyright

infringement. ee Metro-Goldwyn-Mayer Studios, Inc. v. Grokster,

Ltd., 454 F. Supp. 2d 966, 971, 9275-92 (C.D. Cal. 2006). StreamCast
ig the only defendant remaining in this case. As the parties are well
aware, StreamCast operates and distributes the Morpheus System and
Software.

Presently before this Court is Plaintiffs’ motion for a permanent
injunction against StreamCast. StreamCast has vigorously opposed the
imposgsition of a permanent injunction. StreamCast also asks for an
evidentiary hearing, additional discovery, or at least a stay of the
permanent injunctiocn’s enforcement pending appeal.

An initial hearing was held before this Court on February 12,
2007. During the hearing, the Court espoused its concern regarding
the specificity and scope of Plaintiffs’ proposed permanent
injunction. Subsequently, this Court issued an order requiring
further briefing, in which it detailed specific questions for the
parties to answer. [Docket No. 1234.] On the technology front, the
parties were asked to expand on their discussion of filtering
technology and StreamCast’s ability to coax end-users away from legacy
(non-filtered) versions of Morpheus Software. On the legal front, the

partieg were ordered to analyze exhaustively the history of permanent

! The Plaintiffs are composed of numercus record companies,

movie studios, and mugic publishers.
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injunctive relief in the context of patent inducement. This briefing

has since been received, and the Court has evaluated the pertinenﬁf

"
3 ¥

issues. The Court's analysis and conclusions are specified as :?
qil}
follows. o

II. BACKGROUND®

A. The Proposed Permanent Injunction

Plaintiffs’ proposed permanent injunction is composed of several
parts. Under § 1(a)(I) and § 1(a)(ii), StreamCast would be enjoined
from directly or indirectly infringing Plaintiffs’ copyrighted works
in any manner, which also includes StreamCast’'s “enabling,
facilitating, permitting, assisting, scliciting, encouraging,
authorizing, inducing, or knowingly materially contributing to” such
infringement. Pursuant to § 1(b), StreamCast would be barred from
éperating the Morpheus System and Software, or any other similar peer-
to-peer or file-trading system, until there is a “robust and secure
means exhaustively to” stop infringement. According to § 1l(c),
StreamCast would be required to “use all technologically feasible
means to prevent or inhibit” the infringement of Plaintiffs’
copyrights by end-users through any version of the Morpheus Software
in existence.

Until StreamCast is able to “exhaustively” stop all infringement,
it would also be barred from displaying advertising on all Morpheus

Software versions.® StreamCast must give notice to all of StreamCast’s

2 The Court notes that the parties have filed numerous
evidentiary objections. As will be made clear below, the Court
need not resolve these objections for purposes of this Order.

3 In subsequent briefing, Plaintiffs limited this request to
Morpheus software lacking an effective filter.

3
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agents and employees, as well as to any entity interested in a
transfer of StreamCast’s ownership interest in the Morpheus Systeﬁjand
Software, and all successors or those acting in concert with themét
Any successor in interest to any part of StreamCast’s business mdgé
also submit to this Court’s_jurisdiction and venue, and agree to be
bound by the injunction. StreamCast could be held in contempt for any

violation of the permanent injunction.

B. StreamCast’s Claimed Initial Filtering Efforts

In the September 27, 2006 Order granting Plaintiffs’ motion for
summary judgment, this Court held that StreamCast distributed the
Morpheus Software with the intent to induce copyright infringement.
Grokster, 454 F. Supp. 2d at 992 (“[N]o reasonable factfinder can
conclude that StreamCast provided OpenNap services and distributed
Morpheus without the intent to induce infringement.”). In support of
this conclusion, the record revealed numerous undisputed facts: (1)
StreamCast’s scoftware was used ovérwhelmingly for infringing purposes;
(2) StreamCast targeted a known community of infringers - former
Napster users; (3) StreamCast provided technical assistance to aid
users in their enjoyment of illegally downloaded content; (4)
StreamCast thwarted enforcement efforts by copyright holders; (5) *
StreamCast’s business model depended on massive infringing use; and
(6) StreamCast took no meaningful steps to prevent infringement. Id.
at 985-92. The Court concluded that “evidence of StreamCast's
objective of promoting infringement is overwhelming.” Id. at 992.

After receiving this Court’s Order, StreamCast claims that it
decided “to the best of its abilities, it should develop and integrate
a robust filtering mechanism . . . so that copyrighted works that are

not authorized by copyright holders for free downloading or
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distribution utilizing Morpheus would not be able to be downloaded by
Morpheus users.” (Weiss Decl. € 4.)* Yet, despite taking steps tﬁj
implement a filter, “StreamCast . . . maintains that any requiremé%t
to filter is improper and not required under the law. Accordinglé%
StreamCast reserves the right to cease distribution of a filtered
version.” (StreamCast Supp. Opp. at 18 n.2.)

Plaintiffs have reportedly refused to turn over a list of artists
that they wish to have filtered. (Weiss Decl. 9 6.) Thus, in order
to meet its self-imposed deadline of implementing itg filtering
mechanism by November 17, 2006, StreamCast’'s CEO (Weiss) instructed
its Director of Technology (Kassis) to copy the names of all artists
on the RIAA website. (Id.) StreamCast asserts that its homemade
filter would be even more effective if it were given the “hash values”
of files on Morpheus’ network that contain Plaintiffs’ copyrighted
material. (Id. Y9 8-9.) Beginning on November 17 and 20, 2006,
StreamCast began distributing its new filtering software to Morpheus
users. {(Id. § 7.)° On December 15, 2006, StreamCast started sending

screenshots to users of “legacy versions” of the Morpheus software

stating that it was “strongly recommended” that they click “ok” to

1 Michael Weiss, StreamCast’s CEO, does not specify the precise
date upon which StreamCast made this determination. There is no
dispute that the Plaintiffs held a Local Rule 7-3 conference for
the instant permanent injunction motion on November 13, 2006,
which was only four days before StreamCast first began
distributing a version of the Morpheus Software with a filter.
However, StreamCast has also submitted evidence indicating that
its plans for instituting a filter were in progress not later
than October 20, 2006. (Kassis Decl. § 6 & Ex. B.) Regardless,
Weiss's declaration confirms that StreamCast did not consider the
utilization of a filter until this Court issued its order holding
StreamCast liable for inducement.

5 gtreamCast has two versions of the Morpheus Software: a free
version and one that must be purchased (“Morpheus Ultra”). (Id.

7.
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accept a software upgrade - this upgrade allegedly contained a filter.
(Kagsis Decl. § 7.} StreamCast asserts that 92.5% of copyrighteda;
audio and video fileé were blocked by the filtering versions of tﬁé
Morpheus Software as of January 14, 2007. (1d. § 11.) However,'%he
new filtering software has not -replaced all “legacy versions.” In
fact, StreamCast admits that only about one-third of the downloading
sessions in December 2006 and January 2007 were from software that
contained this new filter. (Id. 9§ 8-9.)

In order to develop a list of hash values known to contain
infringing content, StreamCast initially ran a “batch process” four
times per day. (Id. § 16.) These Vaiues are derived from the search
results generated by end-users. (Id.) "“Using each artist name as a
search term keyword, the batch process scan the P2P networks accessed
by Morpheus users and saves all audio and video file hash values
obtained from the search results. .The hash values are then stored on
a hash database server that StreamCast created and maintains.” (Id. §
19.) When an end-user attempts to download an audio or music video
file containing a hash value found in StreamCast’s database, the
download is “blocked.” (Id. § 21.) This filtering mechanism is also
performed during the uploading process for audio and music video
files. (Id. 9 23.) For TV shows and motion pictures, StreamCast
allows the download of any file with DRM protection. (Id. § 26.) All
other such files are blocked if they either exceed fifteen (15)
minutes in running-time (if known) or the file exceeds 100 MB in size.
(Id. § 27.) All filtering versions of the Morpheus Software are
capable of being automatically updated at the end of an individual

user's session. (Id. § 31.)
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During this timeframe, StreamCast also contacted various

companies regarding acoustical fingerprinting technology. SNOCAPﬁg

informed StreamCast that it would be “difficult to determine” theu,
'1,’l

total number of “artist-title pairs” in its collection. Audible Magic

allegedly claimed that it could not identify the total numbex of

artist-title pairs in its database. (Weiss Decl. 99 10-11.) Weiss

believes that these two options would, regardless, be “cost-

prohibitive.” (Id. § 12.) StreamCast has also contacted other
companies, such as allmusic.com, NARM, MUZE, and Gracenote. (Id. |
13.) It is not clear from these contacts whether such companies would

either be willing to license their information to StreamCast, or if it
would be comprehensive enough to cover all copyrighted works owned by
Plaintiffs. (Id. § 14.)

StreamCast also pogts warnings on its websites and within the
Morpheus System and Software that end-users should download the new
filtering software; they are also warned about their potential legal
liability for engaging in illegal file sharing. (Id. 9§ 18, 20.)
“StreamCast urges users of non-filtering versions to upgrade to a
filtering version each time a user uses a non-filtering version of
Morpheus or Morpheus Ultra.” (Id. § 22.)

Plaintiffs submitted a declaration indicating that in December
2006, after the institution of StreamCast’s new filtering software, it
was still possible to illegally download each of the Top 40 songs on
the Billboard chart. (Zaman Decl. § 4.) After learning of
Plaintiffs’ declaration, StreamCast claims to have researched the
issue. It determined that the artists’ names from the RIAA website
only included gold and platinum artists. (Weiss Decl. § 15.) “[Ilt

was possible that current Top 40 artists who did not reach gold and




i

—

i".‘fj

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

platinum standings would not be on the RIAA website.” (Id.)

StreamCast has since taken steps to add all “Top 40" artist names(jto

its filtering database. (Id. Y 16.) Additionally, “StreamCast sﬁ?nds
ready to include in its filter any artist names, hash values, or'%éle
names that the Plaintiffs provide us. Any information provided to
StreamCast by Plaintiffs increases the effectiveness of StreamCast’'s
filter.” (Id. § 17.)

Furthermore, StreamCast claims in its supplemental briefing that
it has instituted various other improvéments to its filter (Q;QL,
eliminating “low host count files” from the Gnutella network,
Morpheus’ “select all” downloading feature, and access to the "“G2
Network”). (Kassis Supp. Decl. §Y 4-6.) StreamCast also started
collecting information about the files passing through its filtering
system, and is now running its batch process twelve (12) times per day
as opposed to four (4}. (Id. Y7 7, 9.) StreamCast further asserts
that it has added “popular song titles, movies [sic] titles and
television titles” to its keyword filter, as well as common
misspellings made known to the company. (Id. Y 10, 23.) Finally,
StreamCast claims that it has disabled access to video files in excess

of 10 minutes in length as of January 18, 2007. (Id. § 25.)

C. The Purported Effectiveness of StreamCast’'s Filter

A great deal of effort has been expended by the parties in
evaluating whether StreamCast’s homemade filter is effective, and
whether it has been improved since this Court’s Order requiring
further briefing. Plaintiffs have sﬁbmitted several declarations in
which it is claimed that Morpheus end-users were able to download
numerous popular audio and/or video files during December 2006,

January 2007, February 2007, March 2007, and April 2007 - all after
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StreamCast first instituted its filtering software. (See Zaman Decl.;

P

Zaman Reply Decl.; Patel Decl.; Boyle Decl.; Patel Second Decl.; i
Bennett Decl.) Plaintiffs have also submitted the declaration oféi
Ellis Horowitz, a computer science professor at the University ofiﬁ
Southern California. (Horowitz Decl. Ex. 1.) Although some of his
criticisms regarding StreamCast‘s filter may have since been partly
remedied by StreamCast's efforts, he asserts the following
implementation flaws: (1) StreamCast filters only by artist, not by
title name; (2) StreamCast does not filter common misspellings or
variations; (3) StreamCast only collects haghes for its database four
times a day; (4) the size filter of 100 MB does not capture 30-minute
television shows, especially when StreamCast cannot identify a file’'s
"runtime”; (5) StreamCast does not filter all file types, including

v yrar” files that “can break up large files into numerous pieces, send
them in pieces, and then reassemble them on the other end.” ({(Id. 9§
27, 32-41.) Horowitz further argues that StreamCast’'s filter is
technologically outdated, substantially because of its failure to
incorporate “digital fingerprinting” technology such as acoustical
fingerprinting. (Id. 99 42, 47.)

- In response, StreamCast claims to have conducted its own in-house
testing of the Morpheus filter compared to those utilized by other
peer-to-peer networks (in particular, I-Mesh and Kazaa). (Deutscher
Decl.; Frawley Decl.; Thompson Decl.) StreamCast has also submitted a
statistical analysis of the results. (Mercurio Decl.; Mercurio Supp.
Decl.)

/17

/17

/17
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D. Plaintiffs’ Proposals Regarding Filtering Technology and

Legacy Software oy

i. Filtering Options

Plaintiffs maintain that StreamCast’s “homemade filter” is 7
hopelessly ineffective. They believe that StreamCast should be
required to employ commercially available state-of-the-art filtering
solutions to prevent infringement by end-users. Plaintiffs offer two
related but distinct proposals for the filtering of: (1) audio/music
video files, and.(2) other video files.

a. Audio/Music Video Files

i. File Hashes and Acoustical Fingerprinting

First and foremost, Plaintiffs state that StreamCast should be
required to incorporate both “acoustical fingerprint” and “file hash”
technology into a filter. According to evidgnce submitted by
Plaintiffs, other companies claim to have employed this filtering duo
successfully. (See generally Sorenson Decl.; Marco Decl.}

Acoustical fingerprinting is licensed by various companies,
including Audible Magic. This technology analyzes the actual content
of an audio file, as opposed to a written description of what is
contained within it (e.g., "“metadata”)}. (Ikezoye Decl. § 3 (“Audible
Magic’'s technology analyzes the shape of the spectrum represented by a
digital audio file.”).) This means that the filtering tool “listens”
to the sound recording, and creates a twenty-second “fingerprint” that
can then be compafed against any other file that an end-user is
attempting to upload or download. (Id. § 8.) If the suspected file
has that precise sequenée (or spectrum) of sounds, the uploading or

downloading of the song will be blocked. According to Plaintiffs,

10
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Audible Magic has a database of approximately 6 million acoustical

P

3

fingerprints of musical sound recordings. (Id. § 11.) fﬂ

The second part of this filtering system is the “file hash."i{
-

This represents a different type of “fingerprint.” “A hash valuédis a
unique multi-character number that is associatéd with a computer file.
Some computer scientists compare a hash value to an electronic
fingerprint in that each file has a unique hash value.” United States
v. Cartier, 2007 WL 319648, at *1 (D.N.D. Jan. 30, 2007) . This
fingerprint is not based on the actual sound/content of the recording,
but constitutes a mixture of characters that allow the file to be
easily identified, and remains the same for identical copies of that
file (after they are uploaded or downloaded).

The file hash is a fairly limited tool. In order to explain its
usefulness, the Court constructs the following hypothetical: assume
that there ig a two minute sixteen second version of Louis Armstrong
singing “What a Wonderful Worl@” available for download through the
Morpheus System and Software, which has a hash value of 123456783. If
any other individual downloads this precise file, and makes no
alterations to it, his/her downloaded copy will contain the same file
hash: 123456789. Companies such as Audible Magic claim to have a
database of file ggshes that are known to contain copyrighted content.
Therefore, if file hash 123456789 is already contained in an Audible
Magic database, and StreamCast purchases the right to license this
information, a Morpheus end-user should be prevented from downloading
this precise copy of the song. However, an end-user with this two
minute sixteen second copy of “What a Wonderful World” could decide to

recopy the song such that it only lasts for two minutes fifteen

seconds. This one second alteration would automatically cause the

11
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derivative file to be associated with a different file hash® - for

example, 012345678. If StreamCast relied entirely on file hash il

FIRS

filtering, then the derivative version of “What a Wonderful Worldﬁz

A
with hash value 012345678 would evade the filtering gatekeeper ‘
aechanism.

The file hash filter serves as a useful starting point according
to Plaintiffs. It theoretically gives StreamCast the ability to start
with a number of computer files that are known to contain infringing
content. This is where the acoustical fingerprinting technology
arrives at center stage.

In following from the original hypothetical, the Court presumes
that Audible Magic has created a twenty-second audio fingerprint of
wWhat a Wonderful World,” which comes from the file containing hash
value 123456789. Because this fingerprint is based on the spectrum of
sounds contained in the sound recording, it can also be “matched up”
with the file associated with hash value 012345678. Thus, the
filtering tool would recognize all files, regardless of the hash

value, that contain this “acoustical fingerprint” of What a Wonderful

World.” Audible Magic represents that its acoustical fingerprinting

6  The same would occur if a second copy of the song was

‘precisely the same length as the original, but less memory (or a

lower “bit rate”) was devoted to creating the copy, meaning that
the derivative file would be of a lesser quality. Any change
would apparently cause the resulting file to be associated with a
new hash.

7 It is important to note that this technology would only work
with respect to all file copies containing the same version of
the song’s recording. Thus, the acoustical fingerprint for a
studio-recorded version of “What a Wonderful World” would
seemingly be different from that of a live concert recording.
(Ikezoye Decl. § 5.) However, StreamCast claims that acoustical
fingerprinting does not work for live recordings. (Kassls Supp.
Decl. { 26.)

12
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technology “would successfully block well over 99% of the files

W
i
i

unauthorized for peer-to-peer distribution.” (Ikezoye Decl. 18&)

ii. Keyword Filtering o
- i

Keyword filteriné is merely a supplement to the acoustical
fingerprinting and hash value filtering tools, and would be
ineffective by itself. Every file has “metadata,” which contains
certain information about itself (e.g., artist, song title, etc.). By
having a filter that matches files against certain keywords of known
artist/song titles found in the metadata, StreamCast would be better
positioned to identify infringing content. (Marco Decl. 1§ 11-12;
Sorenson Decl. § 17.)

This information can be easily altered. Unknown misspellings of
artist names and song titles could escape the filter. But according
to Plaintiffs, keyword filtering is sometimes the best method for
locating illegally “leaked” pre-release copies of sound recordings
that have yet to be added to the acoustical fingerprint database.

iii. “Quality Improvement Process”

Plaintiffs argue that filtering technologies evolve rapidly, and
are fine-tuned to incorporate state-of-the-art technology and to
overcome the efforts of would-be infringers to defeat the filtering
tools. Plaintiffs explain that StreamCast should be reqguired to
update the listg of blocked files on a routine basis. This
information can be cobtained from thifd—party sources such as Audible
Magic. It can also result from an agreement with StreamCast that
would allow the record companies to modify the block list, and require
StreamCast to implement it immediately. This would help ensure that

the list is not overinclusive or underinclusive.

/11
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b. Video Files

The motion picture Plaintiffs begin by noting that commerciaiﬁ

vendors are rapidly developing filtering techniques for video %

vy

: t
it
1y

downloads. Audible Magic uses the same kind of acoustical
fingerprinting for such files. (Izekoye Decl. § 24.) In a
declaration, Audible Magic asserts that it has over 1000 acoustic
fingerprints for motion pictures and television shows, and in the near
future it will likely expand to a large number of Plaintiffs’ “most
popular” titles. (Id. § 26.) Additionally, it appears that
technology is developing that may allow for “video fingerprinting.”
This presumably means that the filter would have in its database a
visual “snapshot” of the f£ilm, which could then be compared against
other files end-users are attempting to upload and download. (See
Winter Decl. ¢ 7.) Companies such as Philips, Vobile, and Gracenote
are in the process of tryingfto use acoustical fingerprinting, video
fingerprinting, or both in order to make filtering more successful.
(Plaintiffs’ Supp. Brief at 10.)

The' motion‘picture Plaintiffs suggest an injunction in two parts,
which would be subject to reexamination after 180 days. First,
StreamCast should be ordered to utilize commercially available
acoustical fingerprinting ‘technolegy for those video titles currently
protected. To protect works not currently fingerprinted in this
manner, Plaintiffs ask that StreamCast perform the following: (1) use
commercially available solutions for creating and supplementing a
Jatabase of hashes that have been verified as infringing or likely to
contain infringing content, (2) block files that are longer than 10

minutes in length or larger than 40 megabytes in size, and (3) use a

14
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supplemental keyword search based on terms submitted by the

Plaintiffs. U
G
Second, Plaintiffs ask that this Court order the parties to o

*‘\‘ i
submit briefing in 180 days after the injunction is entered in ordéer
to determine whether a status conference is necessary in light of

technological advances.?

c. What Happens if the Filter Fails?

pPlaintiffs’ proposed injunction previously required StreamCast to
wexhaustively” stop all infringement. However, this Court guestioned
whether such language would leave StreamCast liable for infringement
even if it accepts a third-party filtering system approved by
Plaintiffs, but is not itself “perfect.” Plaintiffs assert that they
would not hold StreamCast liable in such circumstances, but only if
StreamCast: (1) properly installs, implements, and maintains the
third-party filter and available updates/upgrades, (2) takes into
account reasonably foreseeable deficiencies with a filtering gsolution,
and (3) implements technological improvements as they become
available.

1f Plaintiffs believe that StreamCast has not acted in good
faith, then Plaintiffs vaguely suggest that the Court’s injunction
include a “mandated notice-and-cure procedure pursuant to which
Plaintiffs would give StreamCast written notice of such problems and
StreamCast would have a certain amount of time to cure the problems or

otherwise respond.” (Plaintiffs’ Supp. Brief at 15.) It is not clear

8 Given the time this Court has expended considering the motion,
the Court recognizes that: (1) Audible Magic’'s database of
acoustical fingerprints for video files may be more
comprehensive; (2) other companies may have had success with
video/acoustical fingerprints; and (3) the movie studio
Plaintiffs’ position with regard to the injunction and video
files may generally be different.

15
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to the Court how exactly this procedure would work. Lastly,
Plaintiffs do not believe that they should bear the‘burden of 3&
providing artist-title pairs or hash values to StreamCast for a @?
“homemade filter.”

2. Legacy Software

a. Encouraaing Morpheus Users to Upgrade

StreamCast states that it cannot require users to upgrade their
software to versions containing a filter. Similarly, declarations
submitted by Plaintiffs reveal that some of StreamCast’s apparent
competitors, I-Mesh and Kazaa, are unable to do so as well. (Sorenson
Decl. § 20 (“Sharman did not have a technical means to force users to
upgrade.”); Marco Decl. ! 19 (*As a result of these efforts, our sense
is that there are at most hundreds or thousands of customers still
using the legacy scftware and that gmall number becomes smaller still
over time.”).). Plaintiffs do not currently seek such relief. (See
Plaintiffs’ Supp. Brief at 17 n.7.)} Instead, Plaintiffs ask this
Court to include three conditions in its forthcoming injunction Order.
First, StreamCast should insert aggressive “pop-ups” that would make
it difficult (or at least very annoying) for users to continue with
the unfiltered versions of the Morpheus software. Second, Plaintiffs
ask that StreamCast copiously remove all postings in the “Morpheus
Forum” that help users to download non-filtering versions of Morpheus.
Third, StreamCast should be forced to distribute do-not-infringe
messages as search results, so that users who continue to search for
copyrighted material are given a warning not to infringe.

b. Advertising
Plaintiffs ask that StreamCast be denied the right to sell

advertising on the legacy versions of the Morpheus software.

16







